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Thank you for purchasing Cornerstone MFT®.

Information in this document is subject to change without notice. The software described
in this document is furnished under a license agreement, OEM, or reseller agreement. The
software may be used or copied only in accordance with the terms of those agreements.
No part of this publication may be reproduced, stored in a retrieval system, or transmitted
in any form or any means electronic or mechanical, including photocopying and recording
for any purpose other than the purchaser's personal use without the written permission of
South River Technologies, Inc.

South River Technologies, Titan FTP Server, Cornerstone MFT, WebDrive, DMZedge, and
GroupDrive are registered trademarks of South River Technologies, Inc. in the U.S. and
other countries. Microsoft, Windows, Windows NT, Windows XP and Windows Vista are
registered trademarks of Microsoft Corporation, Inc. The names of other actual companies
and products mentioned herein may be the trademarks of their respective owners. Any
information in this document about compatible products or services should not be
construed in any way to suggest SRT endorsement of that product or service.

South River Technologies, Inc.
2635 Riva Road

Suite 100

Annapolis, Maryland 21401
USA

Telephone: 410-266-0667
Fax: 410-266-1191
www.southrivertech.com

Please Note: The following instructions will help you to set up Cornerstone MFT for
user authentication with an ODBC (Open Database Connectivity) compliant
database. Some screens in this guide contain options that do not pertain to ODBC
User Authentication. If you need additional information regarding these steps,
please see the Cornerstone MFT User Guide. For the purpose of this ODBC User
Authentication Quick Start Guide, we will guide you through these options without
configuring additional settings. A listing of Frequently Asked Questions (FAQ) is also
available at our Knowledgebase Support Center
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Configuring the Cornerstone Administrator

1.

Run the Cornerstone Administration utility and start the New
Server Wizard. -]
| | Ione Server
99 I Backup Server Configuration Sew
" Restore Server Configuration
) Start Server e
Stop Server 1P
&= Security Datal

When the Administer Domain window appears, select the radio
button to connect to the Local Domain*. Choose the Host Address
by using the drop-down arrow. Type the Administration Port,
Administrator Username, and Administrator Password and
click OK.

*NOTE: The ODBC based user authentication requires configuration of an ODBC data
source for the PC on which Cornerstone MFT is physically installed so this process must
be performed through a Local Domain connection. Configuring ODBC based user
authentication through a Remote Domain session is not supported.

Select the Server Type and click Next.

1
Sinct this oghon 1o cinate A thandaed Corrersione MFT i wll not be used n g clusteeed of mlh serem :
. .!
Galect the tppe o servet 1o ba cissted i
‘11
pereer {
i
Type a unique Server Name. Click the drop-down rem sereritormatr |
arrow to choose your IP Address. (Any available IP B ki e v
address indicates that the server will listen on all IP P
addresses that are configured on the PC along with the f'jj:,,,mm

local IP address of 127.0.0.0, also known as T —_—

localhost.) Type the WAN address. You do not need "_‘;”“"‘*"“‘““’ 3
to type “http”, for example, “myserver.com”. Select

ot St At

Diata Divectory:

the check box to start this server when Cornerstone e -
MFT starts. When you are finished, click Next.* B

T Comaln starcdand urex demclimms |, frcomang. fads, i)

P

*If you need to create standard UNIX directories you can find additional information in
the Cornerstone MFT User’s Guide.
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5.

6.

7.

Cornerstone uses an internal database to store
configuration, user, and runtime information. Use
the drop-down arrow to select a SQL Server
instance. Type a name for this database. Select
Windows Authentication or SQL Server
Security, and then click Test Connection. Once
you connect successfully, click Next.

Select the Services that this server will handle.

Select ODBC Data Source User
Authentication from the drop-down menu ; [ e —
and then click the Authentication Server " ST ek

Setup button. This will launch the ODBC
User Authentication Sub-wizard.

SRT

new Server wizard

Conerstone MFT uses an intemal database to store configuration, user and runtime information,

Select a SOL Server instance: ] _VTL

Type a name for the database: |5HTTNDB_tesIIesA

@ Use Integrated Security [Windows Authentication]
£ Use SOL Server Securly (Usemame and password)

Usemame:

Paszword,
Test Connection

Select services this server will handle:

™ FTPS [typically port 990
I~ SFTP [typically port 22)
I~ HTTP (typically port 80]

[~ HTTPS [lypically port 443)

¥ Auta

igr bome directony for nel users

Chonse the authentication database for this server.

< Back I Mext > Cancel Help

8. The ODBC Data Source Manager will allow you
to create a new ODBC data source or to select
an existing ODBC data source. This data
source will store the group, user, and
membership information to be used by
Cornerstone MFT. Click the ““...”” browse
button to launch the ODBC Data Source
Manager.

Sedeel an (DB Dabseamen b use s aulbesbieslion

I =
Fasswond Encryption Algosithm
1 Plan Tead [t ipctmrmmeraded]
i MD5
T SHAL
1 SHAZSH

I Gt horns diechiry bom uter's piofle
™ Hide denabind i aceounty

[ Hest s :l Cancal Helo
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9. Select the Machine Data Source tab. Click NEW to

File Diata S ourcé,_ Machine Data Source:

set up a new data source. If your data source is

. . Data Source Name ] Tupe ‘ Diescription A]
already listed, select your data source from the list. LSBT (o
_Cluster_Test System
SATGDDE_nttest System
SRTGDDE test System
SRTTNDE System  SRT Database
text-test System
Wisusl FoxPro Database User
‘isual FouPro Tables User

<

7.

A Machine Data Source is specific to this machine, and cannat be shared.
User" data sources are specific to a user on this machine. “System’’ data
sources can be uged by all users on this machine, or by a system-wide service.

aK I Cancel Help

10. The ODBC Administrator Wizard will launch. To set

up a System Data Source, make sure that System
Data Source* is selected and then click Next.

Select 5 type of data source:

" User Data Source [Applies to this machine only]

= System Dala Source [Applies to this machine only}

Selecting 5pstem Data Source creates a data source:
which iz specific ta this machine, and usable by any
uzer who logs anto this machine.

4 Back 1 Mext > l Cancel

*Cornerstone MFT runs as a system service and requires a system data source.
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The ODBC data source configuration options vary based on your
specific ODBC database.

We recommend that you use SQL 2005 or later, no other databases
are supported.

» To view Database Schema Column Descriptions and
Schema Example, see Appendix A.

» To Create an ODBC data source for SQL Server, see
Appendix B.
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11. Once you have configured your ODBC data |[Eetiituaiieilil) ]
. . User Authentication
source from the appendix, adjust your :
. - H seconds
Group Cache Life and your User Cache Life N =
using the up/down arrows.*
Specify the imeout, in seconds, ko cache group infarmation. Onee this ime period has expired,
group information will be re-cached the nest time i is requited.
cBack T WNews D Cancel \ Help \

*Cornerstone MFT will cache user and group information to increase performance and
decrease the load on your back-end database. The number of seconds that Cornerstone
caches this information is controlled by the User Cache Life and Group Cache Life values.
The Group Cache Life value is used by Cornerstone MFT to determine how long to wait
before refreshing the group information and also the list of members of that group. Once
the cache life has expired, Cornerstone will flag the cached group information as “stale”
and the next time Cornerstone needs that group information it will reload the group
properties (and the list of members of the group) from the remote database. This means
that if you modify the membership of the group by adding new users, or deleting users
from the group, those changes will not appear in Cornerstone until the Group Cache Life
value has expired and Cornerstone can reload that information. Therefore, if you have a
dynamic system where the users/groups change frequently, set the Group Cache Life
value to a short value, such as 300 seconds (5 minutes).

The same applies to the User Cache Life setting. If you make a change to a user account
in the back-end database, these changes will not appear in Cornerstone until the User
Cache Life value has expired on that user account. The exception to the rule is the user’s
password. Cornerstone never caches user passwords so any changes to the user’s
password in the ODBC database will take effect immediately.

Warning: Avoid setting the Cache Life values too small. If you set the values too small,
the performance could degrade because Cornerstone will be spending too much time

flushing and reloading the user/group information from the database.

If you add and delete users frequently, change the Group Cache to 300 seconds.
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12.

13.

14.

15.

SRT

Click Test to test the configuration and

ensure that you are able to communicate P e Asrertonin

with the database server. It is important to o CT—T?
"

note that all tests must complete
successfully or your Cornerstone MFT will
not function properly.

v

The configuration iz now complete, Flease use the TEST button to test the configuration and ensure
that you are able to communicate with the user authentication server.

<Back Firish Cancel ‘ Help ‘

If Cornerstone MFT can successfully communicate with the database the message that
displays is Success. Click OK. (If an error is displayed, either Cornerstone was not able
to connect to the database, or there was a problem with the back-end database.)

After Cornerstone MFT successfully connects to the database, Cornerstone MFT will
attempt to generate a list of groups. Click Yes to test the generation of a list of groups.
This will ensure that Cornerstone is able to query the list of groups from the sr_uagroups
table and that the sr_uagroups table exists and that it has data in it.

Click Yes to test the generation of a list of Users. This will ensure that Cornerstone is
able to query the list of users from the sr_uausers table and that the sr_uausers table
exists and that it has data in it.*

*PLEASE NOTE: Cornerstone MFT does not create groups or users when using ODBC
User Authentication; this is performed outside of Cornerstone. Cornerstone MFT merely
uses the existing group and user data found in sr_uagroups, sr_uausers, and
sr_uamembers. Your tables should be correctly populated during this step as
Cornerstone will be testing the configuration.
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16.

17.

18.

SRT

Click Finish to exit the ODBC User .
. . . User Authentication Confipuration Ly
Authentication sub-wizard. N
ﬁ Test
n a £
The configuration is now complate. Pleass use the TEST button ta test the configuration and ensure
that you are able to communicate with the user authentication server,
< Back t Finish b Cancel Help
You are now returned to the Cornerstone Hwseaperi el X
. . ~ User duthentication D atabase
New Server Wizard. Click Next. : T —— =
W Authertication Server Setup.. J
y.—
Choose the authentication database for this server.
< Back 1 Mext > ? Cancel Help
If you wish to enable FTP Services select the

Enable FTP Services check box. Select the FTP Port
number by using the up/down arrows. To enable
anonymous FTP access, select the check box. If

FTP Part: |21 3:
™ Enable Anonyrous FTP Access

™ This server iz sitting behind a router?firewal

your server is sitting behind a router/firewall select Extermal WAN IP address of router/firewl
this check box and type the external WAN address |
of the router/firewa”_ You do not need to type [ | Use [ntermal Senven Flin BASY respanse far lnzal clisnts

“http”, for example, mywanaddress.com. When
you are finished with FTP Services options™* click Next.

*For more detailed information pertaining to these configuration options see the
Cornerstone MFT User’s Guide.
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19. To enable SSL/TLS access on this server

¥ iEnable 55L/TLS access on this server

select this check box and choose the ™ Use FIPS Mode fr S5L

appropriate sub-option. Click the drop- o
down arrow to choose the certificate. Click Impliit S5L/TLS port [380 =

Certificate Management to configure a Use the follawing cetficate fo i server

certificate for this server. Enter the | =l ColfeoMmgeren.
password associated with the certificate. |Emler e

Use the “...” button to browse to the Cerficale Stare Felder

- C:harthdF T S ecFileshtesttesthCentStoreh, .
Certificate Store Folder. When you are N -

finished configuring SSL/FTPS Security
Settings,™* click Next.

*For more detailed information pertaining to these configuration options see the
Cornerstone MFT User’s Guide.

20. To enable SFTP (SSH’s Secure File
Transfer Protocol) on this server select

¥ Enable SFTP [55H's Secue File Transfer Protocol] on this server

™ Use FIPS Mode for SFTP

the check box and choose the SFTP seTPRat [z =

port (default port 22) using the Use the fallowing hest kep setfor this server

up/down arrows. Choose the host key | — =L Hostke/Maneoement.
set by using the drop—down Arrow. IEnter the password associated with this host key:

Click Host Key Management for host Host Ky folder

key configuration options. Type the [EASHMFT S ocFlestestestiHostK eyst r
password associated with the host

key. Click the browse “...” button to

browse to the Host Key folder. For more detailed information pertaining to these
configuration options, see the Cornerstone MFT User’s Guide. Click Next when you are
finished configuring SSH/SFTP Security Settings.

21. Type the URL or IP address of the SMTP mail server _
that will be used to send email notifications to users. I'rla"sewe“
You may test the connection by clicking Test P
Connection. (For more detailed information |
pertaining to these configuration options see the Auth Password:
Cornerstone MFT User’s Guide.) When you are I
finished click Next, and then click Finish to create
the server.

Test Connection
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22.

23.

24,

SRT

Once the server is created, the server starts and appears in the main Cornerstone MFT
Administrator window. A green icon appears to indicate that the server is running. At
this point, there are no external ODBC groups or users mapped to Cornerstone MFT.*

*PLEASE NOTE: All Cornerstone MFT users must belong to a group. Before any users
can access the system, you must add one or more groups to the server. Because
Cornerstone MFT uses an external user database, groups that will participate in the
Cornerstone MFT must be selected/mapped into Cornerstone MFT from the external
database. To do this, you must run the New Group Wizard to add a new group to the
Cornerstone MFT.

The Cornerstone MFT User Authentication systems are driven by unique ID’s that are
assigned to users and groups. Group ID’s must start at 100, must be unique, and must
range from 100 to 999. User ID’s must start at 1000, must be unique, and can range
from 1000 to 2,000,000,000.

For more information about the Database Schema, see the Database Schema Appendix
A.

Click on Groups in the Cornerstone MFT Administrator. Click New Group Wizard to
launch the wizard.

The New Group Wizard has one [
page. On that page will be a list =~ e
of all groups that exist in the e | H

external ODBC database (see the
sr_uagroups table in Appendix A
of this quick start guide). Select
one or more groups that will
participate in the Cornerstone Select one or more NT Groups to be granted access o this server
MFT. We have selected Group
100, which has one user,
Userl001. Click Finish to attach T e |
these Groups (and member
users) to Cornerstone MFT.

Cancel Help
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25. Group 100 and User 1001 are now attached to the server. Please note that
membership is defined in the sr_uamembers table. The sr_uamembers table will dictate
which users appear when the group is included in Cornerstone. Each user must be a
member of a group.

26. It is now time to test the server.*

Open a command prompt and &

type: FEn Slonsnea met

ftp and then press the Enter  faiiradreieRciian, i
331 T name okay. need password.

ril 2
key' lcome useriBB@l from 127.8.8.1. You are now logged in to the server.
238 User logged in, proceed.

Type either: Fip>
open localhost
-OR-

the IP Address that you specified in step 4.

If you specified a port number in Step 18 you must add the port number.
For example, type: open localhost 21

ooy

(open computer port#)

This will begin an FTP session with the local Cornerstone MFT that you created.
When prompted, enter the user name: user1001

When prompted, enter the user’s password: password

You are now logged on to the Cornerstone MFT.

Type quit to exit DOS and return to Windows.

*If you enabled SFTP, please see step 27 for an alternate method to test the server.*
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27. If you enabled SFTP you can download an SFTP client, such as psftp.exe, to test your
server. After you have downloaded your SFTP client:

Open a command prompt and type: psftp and then press the enter key.
Type either:

open localhost

-OR-

the IP Address that you specified in step 4.

If you specified a port number in Step 18 you must add the port number.
For example, type: open localhost 22

ooy

(open computer port#)

This will begin an SFTP session with the local Cornerstone MFT that you created.
When prompted, enter the user name: user1001

When prompted, enter the user’s password: password

You are now logged on to the Cornerstone MFT.

Type quit to exit DOS and return to Windows.

Cornerstone MFT Active Directory User Authentication Quick Start Guide 13
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Appendix A: Database Schema Column Descriptions

Table: sr_uagroups

This table stores the group lists that Cornerstone MFT accesses by way of the
Cornerstone MFT Administration utility.

» groupid — This is a 4-byte numeric value that uniquely identifies each group
in the system. Group ID’s must be numbers only, must be unique, and must
be within the range of 100-999.

» gname — This is a text field that stores a human readable name associated
with the group. This field must contain alpha-numeric printable/readable
ASCII characters only. The maximum length of a group name in Cornerstone
MFT is 131 characters.

» gdesc — This is a text field that stores a human readable description
associated with a group. This field must contain alpha-numeric
printable/readable ASCII characters only. The maximum length of a group
description in Cornerstone MFT is 131 characters.

Table: sr_uausers

This table stores the list of users who can be granted access to the Cornerstone
server. Since Cornerstone is a “group” based server, only users who are members
of a group included in Cornerstone MFT will be permitted to access the server.

» userid — This is a 4-byte numeric value that uniquely identifies each user in
the system. User ID’s must be numbers only, must be unique, and must be
within the range of 1000-2,000,000.

» uname — This is a text field that stores the user name for a user. This field
must contain alpha-numeric printable/readable ASCII characters only. No
spaces are permitted in a user name. User names are not case sensitive;
however, using only lowercase characters in a user name is recommended.
The maximum length of a user name in Cornerstone MFT is 131 characters.

» upass — This text field contains either the user’s password, or a hash of the
user’s password depending on the type of password masking that has been
chosen in the Cornerstone Administrator during the setup process.
Cornerstone currently supports Plaintext, MD5, SHA-1, RIPE-MD-160, and
SHA-256 hashing algorithms for passwords.

» ufullname — This text field contains the user’s full name. This field must
contain alpha-numeric printable/readable ASCII characters only. This field
allows a maximum length of 131 characters.

Cornerstone MFT Active Directory User Authentication Quick Start Guide 14
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» uhomedir — This text field contains the fully qualified path for the user’s
home directory. This can be a local path or a UNC (Universal Naming
Convention) that points to a remote data location. Note: do not use a
mapped drive letter. Cornerstone MFT runs as a system service so it does not
have access to mapped drives which are “user” based. Use a UNC instead.

» uenabled — This Boolean field tells Cornerstone MFT if the user account is
enabled or disabled. If this value is 1, then the user will be permitted to log
on to the Cornerstone server. If this value is 0, the user will not be permitted
to log on to the Cornerstone server even if they specify a valid password.

Table: sr_uamembers

This table stores a mapping of Users to Groups. Since Cornerstone is a Group based
server, users must belong to a group that has been included in the Cornerstone
Administrator.

» ‘groupid’ — This field contains the unique Group ID for the group that will be
allowed to access the Cornerstone MFT.

» ‘userid’ — This field contains the unique User ID for the user that will be a
member of the group accessing Cornerstone MFT.

Cornerstone MFT Active Directory User Authentication Quick Start Guide 15



SRT

Schema Example

Table: sr_uagroups

Name Type Size
groupid Long Integer 4
ghame Text 132
gdesc Text 132
Table: sr_uausers
Name Type Size
userid Long Integer 4
uname Text 132
upass Text 132
ufullname Text 132
uhomedir Text/Memo 1024
uenabled Long Integer 4
Table: sr_uamembers
Name Type Size
groupid Long Integer 4
userid Long Integer 4

Cornerstone MFT Active Directory User Authentication Quick Start Guide
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Appendix B: Configuring Cornerstone to SQL Server Database

1. From the list of available ODBC drivers,
select SQL Native Client and then click

Next.

Select a driver for which you want to set up a data source.

MName | ‘Yersion ;I
Microsoft Excel Driver [*.xls] 4.00.6305.00
Microzoft FoxPro Driver [*.dbf] 4.00.6305.00
Microzoft FoxPro WFP Diiver [.dbf]  6.00.8167.00

Microzoft QDEC for Oracle 2.576.3959.00
Microsoft Parados Driver [*.db ) 4.00.6305.00
Microsoft Text Driver [kt " csv]  4.00.6305.00
Microsoft Visual FouPro Driver E£.00.8167.00
SOL Mative Client 2005.90.3042.00
SOL Server 2000.86.3959.00

|5 ——

3

Cace_|

2. Click Finish to create the data source.

When you click Finish, pou will create the data source
which you have just configured. The driver may prompt you
far mare: infarmation.

System Data Source _ﬂ
Driver: SOL MWative Client

< Back Cancel |
3. Type the name of your data source. We
This wizard will hel i ODBC dat that t

have named our data source Co:fnv:cztatrogvgll_gg\}fgﬁcreaean ata source that you can use to
CO rne rston e_sq I server. Use the gkdiwszrver 2005 ‘what name do you want to uze to refer to the data source?
drop-down arrow to choose the SQL Name: [ftan-sqiserve]
server that yOU WOUId Ilke to connect to How do you want to describe the data source?
and then click Next. [y Description: |

--- Wwhich SOL Server do you want to connect to?

-- Server: | Li

Finish t Mest » r Cancel Help
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4. Choose your preferred authentication
methOd . We have Chosen I nteg rated How should S0L Server verify the authenticity of the login D7
Windows authentication. Select the Microsoft: _ : o

SQLServer 2005 * Afith Integrated Windows authentication
check box to connect to SQL Server . B .
R K s ‘with SOL Server authentication using a login |0 and passwaord

to obtain default settings for SCIRLTEE
additional confi gu ration Options * - Lonnect to SOL Server to obtain default settings for the

A ‘- additional configuration options.
Click Next.

-- Logiry D IAdrnlnlstratol
Eassyord: I

. < Back I Mest > b Cancel Help
*Cornerstone MFT will now attempt |

to log you on to the server. If you receive an error message, contact your SQL Server
Administrator.

5. Select the check box to change the default database. We recommend that you do not
use the master database. Choose your database using the down arrow. Click Next.

6. Keep the default settings and click Create a New Data Source to SQL Server
Finish. [T Change the language of STL Server system messages tod
Microsaft:
SQLServer 2005 | Enalish =

[~ Use strong encryption for data

[+ Berform translation for character data

Usze regional settings when outputting currency, numbers, dates and
r times.

‘- [~ Save long running queries to the log file:
-== |E:\DE|EUME ~1WADMINITTALOCALS “1 4\ Temph2iQ Browse.. |

Long query time [millizeconds]: |3DUL‘|LI

[™ Log ODBC driver statistics to the log file:

||l':'\DDEUME"1 SADMINITTALOCALS =14 Temphahs Browse,.. |
< Back r Firizh P Cancel | Help |
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7. Click Test Data Source.

ODBC Microsoft SOL Server Setup

A new DDBC data souce will be created with the follawing
configuration

Microsoft SOL Native Client Yersion 09.00.3042 _A_I

Diata Source Name; fitan-solserver
Dala Source Deseriptian

Server DALABTASOLEXPRESS

Use Integrated Secury: Yes
Diatabase: itaniip

Language: (Detaull]

Diats Enciyption: No

Trust Server Certifieate; Na

Multiple Active Aesult SetsMARS] No
Mirror Server

Translate Character Data: Yes

g Long Runring Queries: No

Loq Driver Statistics: No

s Regional Seftings: Mo

152 ANS| Quotsd Identifiers: Yes

LIs= AMS| Null, Paddings and Wamings: Yes

=
T TestDaia Souce. b ) 0k | Cancel |

8. You should see the Tests Completed Successfully SOL Server DD Data Source Test
message.* Click OK. ~Test e

Microsoft SAL Native Client Yersion 09.00.3042 =]

Runring connectivity tests.

Attempting connection
Connection established
Veriiying ption setings
Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

*If you receive an error message please contact your SQL Server Administrator.

9. You now have the ODBC System/Machine Data Source configured to point to the sample
SQL Server database. Click OK to return to the Cornerstone MFT Wizard.

10. The sqlserver data source name is now displayed in the window. The sample database
uses Plain Text* Password Encryption, so make sure that option is selected. Click NEXT
and return to the main body of the instruction step 9 to continue with the remainder of
the server setup wizard.

*Please note: Plain Text is not recommended for production systems. It is used here for
illustration purposes only. Also, if you need to be FIPS (Federal Information Processing
Standard 140) compliant you cannot use RIPE-MD 160. The password format that you
choose must match the encryption technique that you use.
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About South River Technologies

South River Technologies (SRT) is an innovator in managed file transfer and basic content
services software. SRT's software seamlessly integrates access to remote files into the
desktop applications that users rely on, creating an instantly familiar interface for
collaborating, sharing, and accessing files. SRT’s enterprise class server products are built
using industry standard encryption, highly granular security configuration controls, and
technologies to reduce the risk of network intrusions. Over 60,000 customers, including
more than 70 colleges and universities, government agencies such as NASA and FAA, and
other blue chip companies in more than 110 countries rely on SRT’s software to make
remote file access and collaboration more efficient for their customers, partners, and
distributed workforce. For more information, please visit www.southrivertech.com.

Cornerstone MFT® is a registered trademark of South River Technologies, Inc.

© Copyright South River Technologies, 1996-2010. All rights reserved.
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